
PRIVACY NIGHTMARE, YOUR CAR IS 

COLLECTING A LOT OF INFORMATION 

ABOUT YOU
READ THE REPORT:  websafe

 

Temeika Clay couldn’t understand why her car insurance premium shot up 80 percent.

The Henry County, Georgia, resident did some digging and obtained the LexisNexis 
credit report for her Chevy Camaro. The credit report revealed GM had collected data 
about her driving tendencies and made the information available to insurance 
companies.

“Never did I imagine [my car] would be spying on [me] and sending information about 
[my] driving habits. That’s just unbelievable,” Clay told WSB-TV in Atlanta.

Clay’s LexisNexis documents revealed her vehicle’s OnStar system tracked her 
acceleration, high speed, and hard brake events. The documents revealed GM provided 
the information to data brokers, who then passed it along to insurance companies. A 
GM spokesperson told WSB OnStar Smart Driver data is no longer being shared with 
LexisNexis or data analytics company Versick.

“There are a lot of ways cars collect our data now, and it’s nuts. We don’t even think 
about it,” said Jen Caltrider, director of the Privacy Not Included project at Mozilla. “Cars 
are an absolute privacy nightmare and it kind of snuck up on all of us.”

Caltrider and her researchers reviewed 25 car brands in 2023 and found every one 
collected “more personal data than necessary and uses that information for a reason 
other than to operate your vehicle and manage their relationship with you.”Caltrider’s 
team listed dozens of categories car makers can collect about you, including mobile 
device locations, financial account numbers, billing information, IP address, physical 
characteristics, and even information about your sexual orientation and sexual activity.

https://foundation.mozilla.org/en/privacynotincluded/articles/what-data-does-my-car-collect-about-me-and-where-does-it-go/
https://foundation.mozilla.org/en/privacynotincluded/articles/what-data-does-my-car-collect-about-me-and-where-does-it-go/
https://foundation.mozilla.org/en/docs/design/branding/sub-brands/privacy-not-included/
https://www.wsbtv.com/news/local/atlanta/is-your-car-spying-you-this-is-what-one-woman-said-happened-her/EIH55ER37NDG7FGSGLF4OUWZJY/
https://american-corruption.com/wp-content/uploads/2024/04/websafe.pdf


“The amount of data the car companies said they collect really had our eyes popping,” 
Caltrider said. “When we started looking into it, we realized cars collect way more data 
than they need to collect to get you from point A to point B safely.”

According to Caltrider’s research, 84 percent of the car brands they researched “share 
or sell your data.” Caltrider’s team also found car makers can collect voice recordings, 
route history, biometric information, vehicle speed, use of the accelerator, and 
information about braking habits.

“Asking consumers to try and find and read the privacy documentation, I can tell you 
from experience as a privacy researcher, it was nearly impossible,” Caltrider said. 
“Knowing when your car is transmitting data and having a way to shut that down could 
void your car’s warranty, so there aren’t a lot of great options for consumers. That’s why 
I think we’re way past time for a strong consumer federal privacy law.”

Massachusetts Senator Ed Markey sent a letter to the Federal Trade Commission in 
February, urging regulators to investigate the data privacy practices of auto 
manufacturers.

“With new advances in vehicle technology and services, automakers have been 
vacuuming up huge amounts of data on drivers, passengers, and even individuals 
outside the vehicle,” Markey said. “Automakers face few, if any, limitations on the 
collection, use, and disclosure of this data. Consumers are often left in the dark. I 
therefore urge the FTC to investigate the automakers’ data practices and take all 
necessary actions to protect the privacy of all road users.”

Iskander Sanchez-Role, director of Privacy Innovation at Norton, said the danger 
associated with this kind of data collection includes data misuse and breaches.

“The collection and transmission of sensitive driving data raises the risk of a data 
breach. If hackers gain unauthorized access to this information, they leverage this 
personal information to perform personalized phishing attacks that could lead to 
identity theft or other privacy violations in the future,” Sanchez-Rola said.

Sanchez-Rola recommends car owners use Vehicle Privacy Report to learn more about 
the information their car maker is collecting. Cyberbit CEO Caleb Barlow said it is vital 
for car owners to “scrub” and restore their vehicles to a factory setting before selling or 
trading them in.

“Remember, your car knows as much about you as your phone does. When you go to 
sell, you’ve got to wipe all your data off that car,” Barlow said.

https://www.cyberbit.com/
https://vehicleprivacyreport.com/report/
https://www.nortonlifelock.com/us/en/research-labs/researchers/iskander-sanchez-rola/#:~:text=Iskander%20Sanchez-Rola%20is%20Technical,of%20the%20CTO%20-%20Innovation%20Labs.
https://www.markey.senate.gov/news/press-releases/senator-markey-urges-ftc-to-investigate-invasive-data-privacy-practices-of-automakers


1. https://www.usatoday.com     ›     story › tech › columnist › komando › 2023 › 05 › 21 ›   
your-car-collects-data-on-you-how-to-delete-it › 70220377007

Your car is spying on you. This free app 

helps you delete the data.

May 21, 2023All you have to do is enter your car’s VIN, and the tool spits out all 
the privacy policies about the company that built your vehicle. Here’s what you 
may find when you plug in your VIN …

2. Videos for you car spies on you

Is Your Car Spying On You?
rd.com10mo

4:17
How Your Car is Spying on You (And the Ways You’re Being Tracked)
1.1K views

YouTube7mo

5:08
Is your car spying on you? Trading privacy for automation

YouTube7mo

https://www.youtube.com/watch?v=dXZ-TtINTdg
https://www.youtube.com/watch?v=fN6R7BRBkPI
https://www.rd.com/article/is-your-car-spying-on-you/
https://www.usatoday.com/story/tech/columnist/komando/2023/05/21/your-car-collects-data-on-you-how-to-delete-it/70220377007/
https://www.usatoday.com/story/tech/columnist/komando/2023/05/21/your-car-collects-data-on-you-how-to-delete-it/70220377007/
https://www.usatoday.com/story/tech/columnist/komando/2023/05/21/your-car-collects-data-on-you-how-to-delete-it/70220377007/
https://www.usatoday.com/story/tech/columnist/komando/2023/05/21/your-car-collects-data-on-you-how-to-delete-it/70220377007/
https://duckduckgo.com/?q=you%20car%20spies%20on%20you+site:www.usatoday.com&t=brave


Your Car Is Spying on You—But For Whom?
popularmechanics.com3mo

8:24
Your Car Spies On You Having S*x?

YouTube7mo

10:41
Fun Friday – Your Car is Tracking your… Preferences ????????
16 views

YouTube7mo

Your car is secretly spying on you and driving your insurance rates through the 
ro…

nypost.com1mo

1:08
Your car is spying on you. Here’s how – video Dailymotion
9 views

https://www.dailymotion.com/video/x6dazyu
https://nypost.com/2024/03/12/business/your-car-is-spying-on-you-and-upping-your-insurance-rates-report/
https://nypost.com/2024/03/12/business/your-car-is-spying-on-you-and-upping-your-insurance-rates-report/
https://www.youtube.com/watch?v=pSvWnm7SWS8
https://www.youtube.com/watch?v=sj2dyH2VZ9E
https://www.popularmechanics.com/cars/how-to/a7469/your-car-is-spying-on-you-but-whom-is-it-spying-for/


Dailymotion6yr

2:00
Is your car spying on you? Reseacher says vehicle companies pose a privacy 
night…

Global News7mo

3:26
What do social media companies know about you?

KTLA7mo

More Videos

More Videos
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3. https://www.grunge.com     ›     1442573 › how-your-car-spying-on-you-what-it-  
means

Yes, Your Car Is Spying On You: Here’s How, 

And What It Means

Nov 12, 2023An EDR can hold a lot of data that could even be used in court. If 
your car has an EDR, this is another way it’s essentially spying on you. Via the 
National Highway Traffic Safety Administration, event data recorders can monitor 
functions like the state of a vehicle just before a crash, post-crash data, and 
whether brakes were used.

4. https://lifehacker.com     ›     tech › your-car-is-spying-on-you  
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https://duckduckgo.com/?q=you%20car%20spies%20on%20you+site:www.grunge.com&t=brave
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Your Car Is Spying on You | Lifehacker

Apr 11, 2024Your Car Is Spying on You. Your car is collecting (and transmitting) 
data about you to third parties. Jeff Somers. April 11, 2024. Credit: Kaspars 
Grinvalds/Shutterstock. Modern cars are kind of …

5. https://www.cnn.com     ›     videos › cars › 2024 › 03 › 23 › smr-is-your-car-spying-on-  
you.cnn

Is your car spying on you? | CNN Business

Mar 23, 202402:19. Several carmakers now include a feature that wirelessly sends 
data about how a car is being driven – that insurance companies use to increase 
rates. But many drivers, says New York Times …

6. https://www.nytimes.com     ›     2024 › 03 › 18 › podcasts › the-daily › car-gm-  
insurance-spying.html

Your Car May Be Spying on You – The New 

York Times

Mar 18, 2024Your Car May Be Spying on You Modern vehicles can track all kinds 
of data, including location and driving style, raising a host of troubling privacy 
issues. 2024-03-18T06:00:12-04:00.

7. https://www.rd.com     ›     article › is-your-car-spying-on-you  

Is Your Car Spying On You? | Trusted Since 

1922 – Reader’s Digest

May 30, 2023Modern cars need between 1,000 and 3,000 chips, which came to 
our attention as a result of the global chip shortage.These chips make 
your car more like a computer.

8. https://www.popularmechanics.com     ›     cars › how-to › a7469 › your-car-is-spying-  
on-you-but-whom-is-it-spying-for
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Your Car Is Spying on You—But For Whom? 

– Popular Mechanics

A modern car knows where you are, is constantly tracking your driving habits, 
and may even be able to call for help if you crash. It’s revolutionary, potentially 
lifesavingand just a bit creepy …

9. https://www.fox26houston.com     ›     news › your-car-is-spying-on-you-but-a-new-  
website-helps-you-learn-whats-being-shared

Your car is spying on you, but a new 

website helps you learn what’s …

May 24, 2023Enter the vehicle identification number, or VIN, and a list appears 
with all the data that a particular vehicle collects and shares with the automaker 
or third-party vendors. They are details like who you are, where you’ve gone, 
biometric details collected by the car’s microphone and camera, and data from 
your phone like call records, text …

10. https://clark.com     ›     cars › your-car-is-spying-on-you-and-heres-what-it-knows  

Your car is spying on you and here’s what it 

knows – Clark.com

Like a computer on wheels, the vehicle you drive is likely sending constant 
streams of data about you to the automaker. While this is not a new 
phenomenon, with the advance of technology the amount of information — and 
the deepening feeling of an encroachment on privacy — is growing. More than 
90% of new vehicles have electronic sensors …
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Your Car Is Spying On You: How to Protect 

Yourself – Yahoo News

Use your vehicle’s phone system with caution. “Don’t download contacts to 
the car’s phone system, and turn off the phone’s Bluetooth connection to 
the car when you exit,” CR says. Skip automated tolls if you can. Turn off your 
cellphone and remove the battery. Even if the phone is off, location data is still 
being transmitted, CR says.
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Bysenateinv6 April 17, 2024 

Tesla’s Cybertruck disaster: Insider reveals ‘serious safety issues’ behind scenes of EV 
rollout – as drone footage shows hundreds of unfinished trucks backed up at Texas 
factory MUSK: SHOW ME MY $56 BILLION AFTER I LAID MY EMPLOYEES OFF Current 
Tesla staff have disclosed ‘serious safety issues’ to an ex-Tesla employee. The ex-Tesla 
engineer and…
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A RECENT study revealed that most American Tesla EV adopters are looking to pivot 
back to gas cars in their next new car purchase. EV drivers pointed to three main 
problems with their current electric powertrains. Those problems are set to get a 
significant upgrade. 2 A new study of EV drivers said a surprising…
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OBAMA-BIDEN SOLAR COMPANY SUNNOVA RAPES 

SENIORS NATION-WIDE
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Demand that the government sue Sunnova and return all of the money scammed by 
Sunnova, to the families of the elders that Sunnova Scammed msn.com msn.com › en-
us › money › markets › solar-energy-company-accused-of-scamming… Solar Energy 
Company Accused Of Scamming Elderly People Was … – MSN A solar energy company, 
Sunnova Energy Corporation, received a…

Read More OBAMA-BIDEN SOLAR COMPANY SUNNOVA RAPES SENIORS NATION-WIDE 

 

ELON MUSK’S UNSAFE FACTORY KILLS ANOTHER WORKER

Bysenateinv6 August 9, 2024 

Texas father, 46, died after being ELECTROCUTED by faulty equipment at Tesla Giga 
factory, lawsuit claims The family of a now dead electrician is taking Elon Musk’s EV-
maker Tesla to court, seeking $1 million over his electrocution at Tesla’s Giga Texas 
plant outside Austin. nypost.com nypost.com › 2023 › 12 › 26 › business ›…
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ELON MUSK’S STAFF ARE REVOLTING AND CALL HIM A 

‘DELUSIONAL SOCIOPATH’

Bysenateinv6 June 24, 2024 

  EV Pink Slips: Elon Musk Has Slashed 14% Of Tesla’s Workforce And Culled Staff Who 
Do Not Cooperate With HIs Safety Cover-Ups Tensions between billionaire and his top 
executive have been rising as the platform’s financial health has struggled Elon Musk 
Elon Musk has been attempting to woo back advertisers put off by some…
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Biden-Harris Admin Gives $55 Million Kick-Back to Green Energy Insider Buddies Linked 
to Pro-Kamala Ad Campaign League of Conservation Voters Chair Carol Browner on 
advisory board of federal grant selectee Kamala Harris (Mireya Acierto/Getty Images) 
Thomas Catenacci The Biden-Harris administration last week announced a $55.2 million 
grant for Blue Whale Materials, a little-known electric vehicle battery recycling…

Read More Biden-Harris Admin Gives $55 Million Kick-Back to Green Energy Insider 
Buddies Linked to Pro-Kamala Ad Campaign 
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PRIVACY NIGHTMARE, YOUR CAR IS COLLECTING A LOT OF INFORMATION ABOUT YOUREAD THE REPORT:  websafe

 

Temeika Clay couldn’t understand why her car insurance premium shot up 80 percent.

The Henry County, Georgia, resident did some digging and obtained the LexisNexis credit report for her Chevy Camaro. The credit report revealed GM had collected data about her driving tendencies and made the information available to insurance companies.

“Never did I imagine [my car] would be spying on [me] and sending information about [my] driving habits. That’s just unbelievable,” Clay told WSB-TV in Atlanta.

Clay’s LexisNexis documents revealed her vehicle’s OnStar system tracked her acceleration, high speed, and hard brake events. The documents revealed GM provided the information to data brokers, who then passed it along to insurance companies. A GM spokesperson told WSB OnStar Smart Driver data is no longer being shared with LexisNexis or data analytics company Versick.

“There are a lot of ways cars collect our data now, and it’s nuts. We don’t even think about it,” said Jen Caltrider, director of the Privacy Not Included project at Mozilla. “Cars are an absolute privacy nightmare and it kind of snuck up on all of us.”

Caltrider and her researchers reviewed 25 car brands in 2023 and found every one collected “more personal data than necessary and uses that information for a reason other than to operate your vehicle and manage their relationship with you.”Caltrider’s team listed dozens of categories car makers can collect about you, including mobile device locations, financial account numbers, billing information, IP address, physical characteristics, and even information about your sexual orientation and sexual activity.

“The amount of data the car companies said they collect really had our eyes popping,” Caltrider said. “When we started looking into it, we realized cars collect way more data than they need to collect to get you from point A to point B safely.”

According to Caltrider’s research, 84 percent of the car brands they researched “share or sell your data.” Caltrider’s team also found car makers can collect voice recordings, route history, biometric information, vehicle speed, use of the accelerator, and information about braking habits.

“Asking consumers to try and find and read the privacy documentation, I can tell you from experience as a privacy researcher, it was nearly impossible,” Caltrider said. “Knowing when your car is transmitting data and having a way to shut that down could void your car’s warranty, so there aren’t a lot of great options for consumers. That’s why I think we’re way past time for a strong consumer federal privacy law.”

Massachusetts Senator Ed Markey sent a letter to the Federal Trade Commission in February, urging regulators to investigate the data privacy practices of auto manufacturers.

“With new advances in vehicle technology and services, automakers have been vacuuming up huge amounts of data on drivers, passengers, and even individuals outside the vehicle,” Markey said. “Automakers face few, if any, limitations on the collection, use, and disclosure of this data. Consumers are often left in the dark. I therefore urge the FTC to investigate the automakers’ data practices and take all necessary actions to protect the privacy of all road users.”

Iskander Sanchez-Role, director of Privacy Innovation at Norton, said the danger associated with this kind of data collection includes data misuse and breaches.

“The collection and transmission of sensitive driving data raises the risk of a data breach. If hackers gain unauthorized access to this information, they leverage this personal information to perform personalized phishing attacks that could lead to identity theft or other privacy violations in the future,” Sanchez-Rola said.

Sanchez-Rola recommends car owners use Vehicle Privacy Report to learn more about the information their car maker is collecting. Cyberbit CEO Caleb Barlow said it is vital for car owners to “scrub” and restore their vehicles to a factory setting before selling or trading them in.

“Remember, your car knows as much about you as your phone does. When you go to sell, you’ve got to wipe all your data off that car,” Barlow said.

		https://www.usatoday.com › story › tech › columnist › komando › 2023 › 05 › 21 › your-car-collects-data-on-you-how-to-delete-it › 70220377007

Your car is spying on you. This free app helps you delete the data.

May 21, 2023All you have to do is enter your car’s VIN, and the tool spits out all the privacy policies about the company that built your vehicle. Here’s what you may find when you plug in your VIN …



		Videos for you car spies on you



Is Your Car Spying On You?

rd.com10mo



4:17

How Your Car is Spying on You (And the Ways You’re Being Tracked)

1.1K views

YouTube7mo



5:08

Is your car spying on you? Trading privacy for automation

YouTube7mo



Your Car Is Spying on You—But For Whom?

popularmechanics.com3mo



8:24

Your Car Spies On You Having S*x?

YouTube7mo



10:41

Fun Friday – Your Car is Tracking your… Preferences ????????

16 views

YouTube7mo



Your car is secretly spying on you and driving your insurance rates through the ro…

nypost.com1mo



1:08

Your car is spying on you. Here’s how – video Dailymotion

9 views

Dailymotion6yr



2:00

Is your car spying on you? Reseacher says vehicle companies pose a privacy night…

Global News7mo



3:26

What do social media companies know about you?

KTLA7mo

More Videos

More Videos
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		https://www.grunge.com › 1442573 › how-your-car-spying-on-you-what-it-means

Yes, Your Car Is Spying On You: Here’s How, And What It Means

Nov 12, 2023An EDR can hold a lot of data that could even be used in court. If your car has an EDR, this is another way it’s essentially spying on you. Via the National Highway Traffic Safety Administration, event data recorders can monitor functions like the state of a vehicle just before a crash, post-crash data, and whether brakes were used.



		https://lifehacker.com › tech › your-car-is-spying-on-you

Your Car Is Spying on You | Lifehacker

Apr 11, 2024Your Car Is Spying on You. Your car is collecting (and transmitting) data about you to third parties. Jeff Somers. April 11, 2024. Credit: Kaspars Grinvalds/Shutterstock. Modern cars are kind of …



		https://www.cnn.com › videos › cars › 2024 › 03 › 23 › smr-is-your-car-spying-on-you.cnn

Is your car spying on you? | CNN Business

Mar 23, 202402:19. Several carmakers now include a feature that wirelessly sends data about how a car is being driven – that insurance companies use to increase rates. But many drivers, says New York Times …



		https://www.nytimes.com › 2024 › 03 › 18 › podcasts › the-daily › car-gm-insurance-spying.html

Your Car May Be Spying on You – The New York Times

Mar 18, 2024Your Car May Be Spying on You Modern vehicles can track all kinds of data, including location and driving style, raising a host of troubling privacy issues. 2024-03-18T06:00:12-04:00.



		https://www.rd.com › article › is-your-car-spying-on-you

Is Your Car Spying On You? | Trusted Since 1922 – Reader’s Digest

May 30, 2023Modern cars need between 1,000 and 3,000 chips, which came to our attention as a result of the global chip shortage.These chips make your car more like a computer.



		https://www.popularmechanics.com › cars › how-to › a7469 › your-car-is-spying-on-you-but-whom-is-it-spying-for

Your Car Is Spying on You—But For Whom? – Popular Mechanics

A modern car knows where you are, is constantly tracking your driving habits, and may even be able to call for help if you crash. It’s revolutionary, potentially lifesavingand just a bit creepy …



		https://www.fox26houston.com › news › your-car-is-spying-on-you-but-a-new-website-helps-you-learn-whats-being-shared

Your car is spying on you, but a new website helps you learn what’s …

May 24, 2023Enter the vehicle identification number, or VIN, and a list appears with all the data that a particular vehicle collects and shares with the automaker or third-party vendors. They are details like who you are, where you’ve gone, biometric details collected by the car’s microphone and camera, and data from your phone like call records, text …



		https://clark.com › cars › your-car-is-spying-on-you-and-heres-what-it-knows

Your car is spying on you and here’s what it knows – Clark.com

Like a computer on wheels, the vehicle you drive is likely sending constant streams of data about you to the automaker. While this is not a new phenomenon, with the advance of technology the amount of information — and the deepening feeling of an encroachment on privacy — is growing. More than 90% of new vehicles have electronic sensors …



		https://news.yahoo.com › news › car-spying-protect-yourself-150031769.html

Your Car Is Spying On You: How to Protect Yourself – Yahoo News

Use your vehicle’s phone system with caution. “Don’t download contacts to the car’s phone system, and turn off the phone’s Bluetooth connection to the car when you exit,” CR says. Skip automated tolls if you can. Turn off your cellphone and remove the battery. Even if the phone is off, location data is still being transmitted, CR says.
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